basic security and transparency
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http://faalkaart.nl




Making the internet more secure

by creating transparency about security

which leads to tangible goals and accountability
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Reports




It tells you...

If their IT Is automated
A first Impression of security policies

Size of the online footprint



It doesn't tell you

If there are critical vulnerabilities

If the list of domains / services is complete
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Number of services scanned
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4 De Fryske Marren

¥ Datasets

These datasets contain all data currently displayed o C\ Goeree-Overflakkee
I|ke th|$ 4 Beek

4 Moerdijk

4 Haaren

& Municipalities e

4 Ameland

4 Cromstrijen

:= Only urls L3 Download

4 Leeuwarderadeel

__ Organization types* £ Download

When Average Bad
[l Organizations* Download o 50 (5% | 317 (0%

7 days ago 57 (14%) 322 (81%)

Q@ Map Data* Download

2 weeks ago 56 (14%) 321 (81%)

e 3 weeks ago 58 (15%) 320 (80%)

® Urls* Download




Latest screenshot of
httpswaarmerkgemeentesudwestfryslanni44

@ waarmerk.gemeentesudwestfryslan.nl

Report incorrect finding

Service: https/443 (IPv4)

Trust in certificate

@ Certificate is not trusted.
Since: a month ago, latest check: a month ago
H Documentation (wikipedia)

® Second opinion (qualys) ®, Explain

Strict-Transport-Security Header (HSTS)

+ medium| Missing Strict-Transport-Security header.
Since: a month ago, latest check: 2 days ago

® Second opinion (securityheaders.io) [ Documentation (wikipedia)

X-Frame-Options Header (clickjacking)

+ medium' Missing X-Frame-Options header.
Since: a month ago, latest check: 2 days ago

[ Documentation (wikipedia) % Explain

X-Content-Type-Options

Missing X-Content-Type-Options header.
Since: a month ago, latest check: 2 days ago

[ Documentation (owasp) % Explain

X-XSS-Protection Header

Missing X-XSS-Protection header.
Since: a month ago, latest check: 2 days ago
[ Documentation (owasp) % Explain

Encryption quality

Good Transport Security, rated A.
Since: a month ago, latest check: a month ago
E Documentation (wikipedia)

Second opinion (qualys) ®, Explain

waarmerk.gemeentesudwestfryslan.nl
autodiscover.littenseradiel.nl
intranet.gemeentesudwestfryslan.nl
test.littenseradiel.nl
simsite.littenseradiel.nl
rislittens.littenseradiel.nl
intranet.littenseradiel.nl
test.gemeentesudwestfryslan.nl
webmail.gemeentesudwestfryslan.nl
gemeentesudwestfryslan.nl
www.gemeentesudwestfryslan.nl

simsite.gemeentesudwestfryslan.nl

meldingen-accept.gemeentesudwestfryslan.nl

www.menameradiel.nl
menameradiel.nl
digid.menameradiel.nl
sentry.menameradiel.nl
office.menameradiel.nl
www.sentry.menameradiel.nl

www.webmail.menameradiel.nl

High risk




Open source

https://gitlab.com/failmap/failmap

failmap » failmap > Details

- faimap o ¢ rorc 3

Project ID: 4968474

i GNU AGPLV3 --1,612 Commits ¥ 16 Branches & 5 Tags 141.9 MB Files

Fallmap Web application and scanners (https://faalkaart.nl)

master failmap /| + w History Q Findfile WebIDE & ~

0 Merge branch 'monitor' of https://gitlab.com/failmap/failmap into monitor @ 987a3244 Gy

Elger Jonker authored 6 days ago

® README ® Add Kubernetes cluster @ CI/CD configuration & Security Dashboard

Name Last commit Last update

B .pip-cache add empty cirectory to not fail builds with no ... 5 months ago




The road ahead...

Funding for continued service + development

Customers Deployment in other countries

re-scans support

comply or explain pentest
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Thanks

SIDN Fonds
sentry.io

Open source community

Cyberonderzoeksraad
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http://sentry.io

Contact

R

Elger Jonker

Info@internetcleanup.foundation

elger@internetcleanup.foundation

https://basisbevelliging.nl
https://faalkaart.nl
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